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Important Notice

This Risk Disclosure Statement outlines the significant risks associated with using KwanzaPay's services. Before
engaging with our platform, carefully consider these risks in relation to your financial circumstances and investment
objectives. This document, while comprehensive, does not exhaustively cover all possible risks. Users should conduct

independent research and seek professional advice when necessary.

1. Digital Currency Risks

Market Volatility and Economics

Digital currencies operate in a highly volatile market environment characterized by rapid and significant price fluctuations.

The value of your digital assets can experience substantial changes within short periods, potentially leading to significant

gains or losses. Market liquidity varies considerably across different digital currencies and time periods, which may affect
your ability to execute trades at desired prices. External events, technical factors, and market sentiment can cause

sudden price movements, and past performance should not be considered indicative of future results.

Technical and Infrastructure Risks

The underlying blockchain technology supporting digital currencies presents various technical risks. Network operations
may experience delays, interruptions, or congestion, affecting transaction processing times and costs. Network fees (gas
fees) can fluctuate significantly based on network activity, potentially impacting transaction viability. Smart contract
vulnerabilities, protocol upgrades, and network forks may affect asset functionality or value. Technical failures within the

blockchain infrastructure could result in temporary inaccessibility or, in severe cases, loss of funds.

Security Considerations

Digital assets face unique security challenges in the cryptocurrency ecosystem. Advanced persistent threats from
hackers, sophisticated phishing attempts, and malware specifically target cryptocurrency holders. The irreversible nature
of blockchain transactions means that errors in transaction details or successful unauthorized access can result in
permanent loss of funds. The security of private keys is paramount, as their loss or compromise typically results in
irretrievable assets. Users must maintain robust security practices across all devices and applications used to access

their digital assets.



2. Platform and Operational Risks

Service Availability

KwanzaPay's platform operations may experience interruptions due to scheduled maintenance, technical updates, or
unforeseen circumstances. While we maintain robust infrastructure, service availability can be affected by various factors
including system upgrades, network conditions, and security requirements. Users should anticipate possible delays in
transaction processing and account access during these periods. We implement multiple redundancy measures, but

complete service continuity cannot be guaranteed.

Custody and Asset Management

Our custody solutions employ industry-standard security practices, including multi-signature technology and cold storage
for large balances. However, digital asset custody inherently carries risks related to key management, backup systems,
and recovery procedures. Users should understand that while we maintain comprehensive security protocols, no system
is entirely immune to sophisticated attacks or technical failures. The distribution of assets between hot and cold storage

may affect withdrawal processing times.

Verification and Compliance

The platform's compliance requirements, including Know Your Customer (KYC) and Anti-Money Laundering (AML)
procedures, may affect service accessibility and transaction processing times. Documentation requirements can change
based on regulatory updates or risk assessments, potentially requiring additional verification steps. Users must maintain

accurate and current information to ensure continued platform access and compliance with regulatory requirements.

3. Trading and Transaction Risks

P2P Trading Considerations

Peer-to-peer trading introduces specific risks related to counterparty reliability and transaction completion. While our
escrow service provides protection, users may experience delays due to payment processing, verification requirements,
or dispute resolution procedures. Market rates may fluctuate during trade windows, affecting the final value of

transactions. Payment method availability and processing times vary by region and financial institution policies.

Transaction Processing

Digital currency transactions undergo multiple stages of validation and confirmation. Network conditions, including
congestion and fee competition, can affect processing times and costs. Cross-border transactions may face additional
scrutiny and processing requirements. Users should consider these factors when planning time-sensitive transactions

and account for potential delays in transaction completion.



4. Regulatory and Compliance Risks

Regulatory Environment

The regulatory landscape for digital currencies remains dynamic and evolving. Government policies, regulations, and
restrictions can change rapidly, potentially affecting the legality, availability, or operation of cryptocurrency services in
different jurisdictions. These changes may impact your ability to access certain services or require additional compliance
measures. Regulatory actions could affect the value of digital assets or impose new requirements for their use and

transfer.

Legal Framework

The legal status of digital currencies varies by jurisdiction and continues to evolve. Court decisions, regulatory
interpretations, and new legislation may affect how digital currencies can be bought, sold, traded, or held. Users must
understand that regulatory compliance may require sharing transaction and identity information with relevant authorities.
The cross-border nature of digital currencies may subject transactions to multiple, sometimes conflicting, legal

frameworks.

Tax Implications

Digital currency transactions may have significant tax implications that vary by jurisdiction. Users are solely responsible
for determining their tax obligations related to platform activities, including trading, transfers, and gains or losses. The
classification of digital currencies for tax purposes may change, potentially affecting reporting requirements and tax

liability. Users should consult with qualified tax professionals to understand their obligations.

5. Financial Risks

Investment Considerations

Digital currency investments carry substantial risk of capital loss. Market volatility, liquidity constraints, and external
factors can significantly impact asset values. Users should carefully consider their investment objectives and risk
tolerance before engaging in digital currency transactions. The nascent nature of the digital currency market means that

traditional investment metrics may not apply, and historical performance may not indicate future results.

Liquidity and Market Depth

Market liquidity varies significantly across different digital currencies and trading pairs. During periods of market stress,
users may face difficulties executing trades at desired prices or experience significant price slippage. The concentration
of digital currency ownership among large holders ("whales") can affect market dynamics and price stability. Users should

consider potential exit costs and liquidity constraints when planning their investment strategy.

Transaction Costs



Platform operations involve various fees, including network fees, trading fees, and conversion costs. These fees can
fluctuate based on network conditions, market activity, and service requirements. Users should factor in all applicable
costs when planning transactions, as these can impact overall transaction viability and returns. Some operations may

require maintaining minimum balances to cover potential fee increases.

6. Technological and Access Risks

Platform Security

While KwanzaPay implements comprehensive security measures, no system is entirely immune to technological
vulnerabilities. Users must maintain strong security practices, including secure password management, two-factor
authentication, and protection of recovery information. The platform may implement security measures that could

temporarily affect access to funds or services to protect user assets.

Access Requirements

Platform access requires maintaining compatible hardware, software, and internet connectivity. Technical requirements
may change with platform updates or security enhancements. Users are responsible for maintaining current software
versions and security protocols on their devices. Service access may be affected by local internet restrictions, device

compatibility, or regional limitations.

Integration Dependencies

The platform relies on various third-party integrations and APIs for certain functionalities. These dependencies may
experience technical issues or service interruptions affecting platform operations. Updates to integrated services may
require corresponding updates to user software or procedures. Users should be prepared for potential service

adjustments when third-party integrations are affected.

Final Acknowledgment

By using KwanzaPay's services, users explicitly acknowledge their understanding and acceptance of these risks. Users
confirm their capability to evaluate and bear the economic risk of using digital currencies, including the potential for
complete loss of funds. While KwanzaPay implements extensive security and operational measures, users retain ultimate

responsibility for their trading decisions and platform activities.

This risk disclosure statement is periodically updated to reflect new risks and market conditions. Users should regularly
review this document to maintain awareness of current risk factors affecting their platform activities. For specific

questions about risks related to your account or transactions, please contact our support team.

Contact Information: KwanzaPay Limited support@kwanzapay.com
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